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requirements of, § 1.493(d) and (e) of 
this part. 

(d) Limitations on disclosure and use of 
patient identifying information. (1) An 
order entered under this section must 
require the deletion of patient identi-
fying information from any documents 
made available to the public. 

(2) No information obtained under 
this section may be used to conduct 
any investigation or prosecution of a 
patient, or be used as the basis for an 
application for an order under § 1.494 of 
this part. 

(Authority: 38 U.S.C. 7334) 

§ 1.496 Orders authorizing the use of 
undercover agents and informants 
to criminally investigate employees 
or agents of VA. 

(a) Application. A court order author-
izing the placement of an undercover 
agent or informant in a VA drug or al-
cohol abuse, HIV infection, or sickle 
cell anemia treatment program as an 
employee or patient may be applied for 
by any law enforcement or prosecu-
torial agency which has reason to be-
lieve that employees or agents of the 
VA treatment program are engaged in 
criminal misconduct. 

(b) Notice. The VA facility director 
must be given adequate notice of the 
application and an opportunity to ap-
pear and be heard (for the limited pur-
pose of providing evidence on the stat-
utory and regulatory criteria for the 
issuance of the court order), unless the 
application asserts a belief that: 

(1) The VA facility director is in-
volved in the criminal activities to be 
investigated by the undercover agent 
or informant; or 

(2) The VA facility director will in-
tentionally or unintentionally disclose 
the proposed placement of an under-
cover agent or informant to the em-
ployees or agents who are suspected of 
criminal activities. 

(c) Criteria. An order under this sec-
tion may be entered only if the court 
determines that good cause exists. To 
make this determination the court 
must find: 

(1) There is reason to believe that an 
employee or agent of a VA treatment 
program is engaged in criminal activ-
ity; 

(2) Other ways of obtaining evidence 
of this criminal activity are not avail-
able or would not be effective; and 

(3) The public interest and need for 
the placement of an undercover agent 
or informant in the VA treatment pro-
gram outweigh the potential injury to 
patients of the program, physician-pa-
tient relationships and the treatment 
services. 

(d) Content of order. An order author-
izing the placement of an undercover 
agent or informant in a VA treatment 
program must: 

(1) Specifically authorize the place-
ment of an undercover agent or an in-
formant; 

(2) Limit the total period of the 
placement to six months; 

(3) Prohibit the undercover agent or 
informant from disclosing any patient 
identifying information obtained from 
the placement except as necessary to 
criminally investigate or prosecute 
employees or agents of the VA treat-
ment program; and 

(4) Include any other measures which 
are appropriate to limit any potential 
disruption of the program by the place-
ment and any potential for a real or 
apparent breach of patient confiden-
tiality; for example, sealing from pub-
lic scrutiny the record of any pro-
ceeding for which disclosure of a pa-
tient’s record has been ordered. 

(e) Limitation on use of information. No 
information obtained by an undercover 
agent or informant placed under this 
section may be used to criminally in-
vestigate or prosecute any patient or 
as the basis for an application for an 
order under § 1.494 of this part. 

(Authority: 38 U.S.C. 7334) 

§§ 1.497–1.499 [Reserved] 

RELEASE OF INFORMATION FROM DE-
PARTMENT OF VETERANS AFFAIRS 
CLAIMANT RECORDS 

NOTE: Sections 1.500 through 1.527 concern 
the availability and release of information 
from files, records, reports, and other papers 
and documents in Department of Veterans 
Affairs custody pertaining to claims under 
any of the laws administered by the Depart-
ment of Veterans Affairs. As to the release of 
information from Department of Veterans 
Affairs records other than claimant records, 
see §§ 1.550 through 1.558. Sections 1.500 
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